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Abstract— Rapid advances in wireless networking technologies
have made it possible to construct a Mobile Ad hoc Network
(MANET) which can be applied in infrastructureless situations.
However, due to their inherent characteristics, MANETs are
vulnerable to various kinds of attacks which aim at disrupting
their routing operations. To develop a strong security scheme
to protect against these attacks it is necessary to understand
the possible form of attacks that may be launched. Recently,
researchers have proposed and investigated several possible
attacks against MANET. However, there are still unanticipated
or sophisticated attacks that have not been well studied. In this
paper, we present a collusion attack model against Optimized
Link State Routing (OLSR) protocol which is one of the four
standard routing protocols for MANETs. After analyzed the
attack in detail and demonstrated the feasibility of the attack
through simulations, we present a technique to detect the attack
by utilizing information of two hops neighbors.
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I. INTRODUCTION

Along with the proliferation of mobile computing devices
and advances in wireless communication technologies, Mobile
Ad hoc Networks are receiving more and more attention from
the networking research and industry community. A Mobile
Ad hoc Network (MANET) is a collection of mobile nodes
interconnected by wireless links without the aid of any fixed
infrastructure or centralized access point such as a base station.
In MANET, each node acts both as a host and as a router to
forward messages for other nodes that are not within the same
radio range. The nodes are free to move and form an arbitrary
topology. MANET can be established in situation where no
infrastructure exists, or when deployment of infrastructure
is inconvenient or expensive. This inherent flexibility makes
it attractive for applications such as emergency operation,
disaster recovery, maritime communication, military operation,
one-off meeting network, vehicle-to-vehicle network, sensor
network and so on.

MANET is characterized by having an open medium,
dynamic topology, lacking of a centralized administration,
and being bandwidth- and energy-constrained. These features
make it difficult to deploy security mechanisms similar to that
of in wired network. As a result, MANETs are more vulnerable
than a conventional wired network and are susceptible to

various kinds of attacks. In MANET, attack against its routing
protocol (e.g. routing disruption and resource consumption) is
particularly a serious problem.

At present, the Internet Engineering Task Force (IETF)
MANET Working Group has standardized four routing pro-
tocols: AODV [1], DSR [2], OLSR [3], and TBRPF [4].

Most of the current research efforts (e.g. ARAN [5], Ariadne
[6], SAODV [7], SEAD [8]–[14]) have focused on providing
preventive schemes to secure the routing protocol in MANET.
Most of these schemes rely on key management or encryption
techniques to authenticate the routing message as well as
prevent unauthorized nodes from joining the network. How-
ever, these approaches cannot prevent attacks launched by a
compromised node who owns a legitimate key. To build a
strong security mechanism, in-depth understanding on how
malicious nodes can attack the MANET is indispensable.

In [15], Ning and Sun analyzed and evaluated several
possible insider attacks against the AODV protocol including
routing disruption and resource consumption attack. In [16],
Hu et al. introduced a rushing attack which result in DoS attack
on MANET when AODV protocol is used. The same authors
also presented a wormhole attack as well as the countermea-
sure against the attack [17]. In [18], several passive attacks
model against AODV protocol have been proposed. In [19],
an approach to detect the attack which is launched by non-
collaborating malicious node has been proposed. However,
combined attack or colluding attack have not yet been well
studied.

In this paper, we present a collusion attack model against
the OLSR protocol. We show that it is possible for a pair of
colluding attackers to prevent routes to a specific node from
being established. In order to validate our analysis, we have
implemented the attack in a network simulator and test the
feasibility of the attack through simulations. After analyzed
the attack in detail, we present a technique to detect the attack.

The rest of this paper is organized as follows. Section
II describes an overview of the OLSR protocol. Section III
presents a collusion attack model against the OLSR protocol.
In section IV we show that the collusion attack can bring
a devastating impact on the network performance through
simulation-based experiment. Section V proposed a technique
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Fig. 1. The broadcast from the leftmost node is retransmitted: (a) by all its
neighbors (b) by its MPRs only
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Fig. 2. Nodes A,C,E are neighbors of Node B
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Fig. 3. Example of Node B’s HELLO message

to detect the collusion attack. Section VI describes our future
works and concludes the paper.

II. THE OPTIMIZED LINK STATE ROUTING (OLSR)
PROTOCOL

The Optimized Link State Routing (OLSR) protocol [3] is
table driven, proactive routing protocol designed for mobile
ad hoc networks. It employs periodic exchange of messages
to maintain topology information of the network at each
node. Based on topology information, each node is able to
calculate the optimal route to a destination. In OLSR, routes
are immediately available when needed.

The key concept of the protocol is the use of “multipoint
relays” (MPR). Each node selects a set of its neighbor nodes as
MPR. Only nodes, selected as such MPRs, are responsible for
generating and forwarding topology information, intended for
diffusion into the entire network. MPRs provide an efficient
mechanism for flooding topology information by reducing the
number of transmissions required. Fig. 1 illustrates a node
broadcasts its messages throughout the network using standard
flooding (Fig. 1 (a)) and MPR flooding (Fig. 1 (b)).

The core functionality of OLSR includes neighbor sensing,
multipoint relays selection and topology diffusion. The fol-
lowings describe each process.

A. Neighbor Sensing

For neighbor sensing, the HELLO messages are broadcasted
periodically. The HELLO messages are broadcasted only one
hop away and are not forwarded further.

These messages are used to obtain the information about
neighbors. A HELLO message performs the task of neighbor
sensing and MPR selection process. A node’s HELLO message
contains its own address, a list of its 1-hop neighbors and a
list of its MPR set. For example in Fig. 2, Node B’s HELLO
message contains its own address B and its 1-hop neighbors
list A,C,E as shown in Fig. 3. Therefore, by exchanging
HELLO messages, each node is able to obtain the information
about its 1-hop and 2-hop neighbors and can find out which
node has choosen it as a MPR.

B. Multipoint Relays Selection

The idea of multipoint relays is to minimize the overhead
of flooding messages in the network by reducing redundant
retransmissions in the same region. Each node in the network
selects a set of nodes in its 1-hop neighbors which may
forward its messages. This set of selected neighbor nodes is
called the “Multipoint Relay” (MPR) set of that node. When
a node sends a routing message, only the nodes that are in its
MPR set forward its message.

Each node constructs the MPR set which includes the
minimum number of its 1-hop neighbors which it is possible
to reach the node’s all 2-hop neighbors.

Each node also maintains information about the set of
neighbors that have selected it as a MPR. This set is called
the “Multipoint Relay Selector set” (MPR selector set) of a
node. A node obtains this information from periodic HELLO
messages received from the neighbors. In OLSR, each node
must forward the routing message, intended to be diffused in
the whole network, coming from any of its MPR selectors.

C. Topology Diffusion

In order to disseminate the topology information, the node
that were selected as MPR must send the topology control
(TC) message. The TC messages are the message that are
intended to be flooded throughout the network and only MPR
are allowed to forward TC messages. A node’s TC message
contains a list of its MPR selector set. For example, in Fig. 2,
Node C and Node D’s TC messages must contain the address
of Node A who is one of their MPR selectors. Upon receiving
TC messages of all MPR nodes in the network, each node
learns all node’s MPR set and hence obtains knowledge of the
whole network topology. Based on these topology, the nodes
are able to calculate routing table.

III. THE MODEL OF COLLUSION ATTACK AGAINST OLSR
PROTOCOL

In this section, we present a collusion attack in which two
or more attackers collaborate each other to launch the attack
in order to disrupt routing operation in OLSR MANET.

Fig. 4 shows a general image of the attack. Let Node T
be the target to be attacked and let Node A1 and A2 be the
colluding attackers. In the figure, {N1, . . . , Ni} and A1 is the
subset of set N which is the set of Node T’s 1-hop neighbor
nodes. {U1, . . . , Ui} and A2 is the subset of set N2 which is
the set of Node T’s 2-hop neighbor nodes. {V1, . . . , Vi} is the
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Fig. 4. A collusion attack model
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Fig. 5. The transmission of target’s TC message under attack
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Fig. 7. Topology perceived by node H, I, J after the attack

subset of set Nj which is the set of nodes whose distance to
Node T is further than two hops.

In this attack, the first attacker A1 advertises itself as
having links to all target’s 2-hops neighbors by sending a false
HELLO message including the list of these neighbors’ address,
i.e, {U1, . . . , Ui} and A1. According to the protocol, A1 will
be chosen as the T’s the only MPR. Therefore, A1 will be the
only node that can forward TC messages generated by Node
T. A1 then choose the second attacker A2 as its the only MPR.
By doing this, A2 can perform the following misuses without
being noticed by Node T.
(1) drop data packets or routing messages that pass through

itself. For instance, A2 can drop TC message which
contains the address of Node T, i.e., TC message which
is generated by A1 and by T itself. This can cause link
information of T to be unable to reach nodes whose
distance is more than two hops, i.e, {V1, . . . , Vi} and
make these nodes unable to build a route to Node T.

(2) delete some of the contents in data packets or routing
messages that pass through itself. For instance, A2 can
delete the address of T in TC message in order to make
other nodes unable to build a route to Node T.

(3) modify data packets or message that pass through itself.

TABLE I

SIMULATION PARAMETERS

Simulator NS-2 (ver.2.28)
Simulation time 100 seconds

Transmission range 250m
Link bandwidth 2 Mbps

Traffic type CBR
Data payload 512 bytes
Packet rate 4 pkt/s

Number of total nodes 15
Number of attackers 4

Number of connections 1

For instance, A2 changes the originator address of TC
message generated by A1 to make data packet destined
to Node T being delivered to the wrong place.

(4) select A1 as its only MPR in order to make TC message
of Node T unable to reach other nodes.

The above mention attacks all can result in Denial of
Service. These attacks are effective because the misbehavior is
carried out outside the transmission range of the target which
makes it difficult for the target to detect the anomaly behavior
due to the attack.

Fig. 5 shows a concrete example of the attack. Firstly,
Attacker1 (Node C) sends HELLO message including ad-
dress list of target nodes (Node B) ’s 2-hop neighbors, i.e,
{E,F,G,N,O} as shown in Fig. 6. According to the protocol,
Attacker1 will become Node B’s the only MPR. Secondly,
Attacker1 choose Attacker2 (Node E) to be its the only MPR.
Therefore, the TC message generated by target node will be
forwarded by Attacker1 only (see the blue arrows). And this
message must be forwarded by Attacker2 as well. However,
instead of forwarding the message, Attacker2 drops this TC
message. Furthermore, Attacker2 also drops TC message gen-
erated by Attacker1. Since the TC messages of Node B and
TC messages of Attacker1 (who is Node B’s the only MPR)
does not reach other nodes (e.g., H,I,J), these nodes will not
be able to build a route to Node B. The effect of this attack
is illustrated in Fig. 7.

IV. SIMULATION AND RESULTS

To validate our analysis, we have implemented the collusion
attack in a simulator and performed series of simulation-
based experiment to test its effectiveness. As a case study, we
simulate the attack in which the first attacker advertise 2-hop
neighbors of target node while the second attacker drops TC
message. We run simulation on the network simulator NS-2
[20] using OLSR source code from [21]. The parameters used
in our simulations are shown in Table I. In the simulation,
the radio transmission range for each node is 250 meters and
link bandwidth is set to 2 Mbps. The duration of simulation
is 100 seconds. We use Constant Bit Rate (CBR) as the traffic
source. The size of data payload is 512 bytes transmitted at
the rate of 4 packets/s.

We simulated scenarios consisted of 15 wireless nodes
including 2 colluding attackers and 1 target node on the 1000
meters by 1000 meters area. The target node moves according
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Fig. 9. Delivery ratio for varying maximum speed of a target node

to random waypoint model [22], i.e, after it arrives at a random
location, it stays there for pause time seconds before moving to
the next random destination and repeating the same process.
Here we set the pause time to be 2 seconds. Attackers are
placed such that their transmission range cover all area of
target’s movement. Fig. 8 shows an example of topology used
in our simulations.

To test the feasibility of the attack, packet delivery ratio has
been observed. Here, we define the delivery ratio as the ratio
between number of data packets generated by the application
layer CBR source and the number of packets received by the
destination.

In the simulation, there are one CBR connection to a target
node from a source node whose distance is further than two
hops away from it. We vary the maximum speed of the target
node from 0 m/s to 10 m/s in 2 m/s increments and observe
the packet delivery ratio to a target node from a source node
who is further than two hops away for each scenario.

The simulation results are shown in Fig. 9. As expected,
when there is an attack, the delivery ratio drops to 0%, while
in normal situation the target node can almost receive all
generated data packets from the source node.

From these experiments, it is easy to see that attackers can

effectively prevent a target node from receiving data packets
from other nodes whose distance to a target node is more than
two hops. This implies that, the attack can result in DoS attack
to the target node.

V. A PROPOSED MECHANISM TO DETECT THE

COLLUSION ATTACK

In this section, we present a technique to detect the collusion
attack in which the first attacker creates fake link to make
the target’s message route to itself while the second attacker
misuses the message. Detecting whether or not the second
attacker misuses the message is a non-trivial problem since
the attack took place outside the transmission range of the
target node. Therefore, it is important to detect the attack at
early stage before the second attacker could launch the attack
and magnify the damage. The following subsection describes
the proposed method to detect the attack.

A. Detecting the Collusion Attack

The collusion attack described in section III can be detected
if each node is able to learn topology up to three hops.

Our approach requires each node to add its 2-hop neighbors
list in its HELLO message in order to check whether link
information advertised by its 1-hop neighbors is reliable or
not. If any inconsistency has been found, a node conclude
that there is an attack. In our solution, slight modification of
an existing HELLO message has been made to include “2-hop
neighbors” field which contains the address of a node’s 2-hop
neighbors. Therefore, by exchanging HELLO messages a node
can learn topology up to three hops. Based on this information
a node can find contradiction of link information obtained by
each of its 1-hop neighbors.

Fig. 10 shows an example on how this mechanism works
when Node C is the malicious node who aims to launch the
attack against Node A. In the attack, in order to be Node A’s
the only MPR node C creates fake link with Node D who is
A’s 2-hop neighbors. In our solution, we require each node
to send the list of its 1-hop neighbors as well as it’s 2-hop
neighbors. Thus, Node B’s HELLO message contains node D
who is its 1-hop neighbors and contains Nodes E, F and Z
are B’s 2-hop neighbors which have link with D as shown in
Fig. 11. While Node C sends HELLO message as shown in
Fig. 12. When Node A received HELLO message from both B
and C, it judges the correctness of link information based on
the received HELLO messages. From C’s HELLO message,
Node A learns that C is a neighbor of D. However, based
on information from Node B, Node A learn that C is not a
neighbor of D. In this way, Node A can detect the contradiction
due to the attack.

B. Security Analysis

Although by using the proposed mechanism, a node can
detect the attack, it is still difficult to distinguish between
the contradiction which is occured due to the attack or
contradiction as a result of topology changes. Note that in the
previous example, we cannot conclude that C is malicious,

©1-4244-0357-X/06/$20.00     2006 IEEE
This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the IEEE GLOBECOM 2006 proceedings.



A

B

C

E

D

F

Attacker1

Target
Z

Attacker2

Fig. 10. Detecting the attack

E,F,Z
C

D
A

B
2-hop neighbors1-hop neighborsoriginator

E,F,Z
C

D
A

B
2-hop neighbors1-hop neighborsoriginator

Fig. 11. HELLO message generated by Node B using the proposed
mechanism

B,E,F,Z
B
D

D
A
Z

C
2-hop neighbors1-hop neighborsoriginator

B,E,F,Z
B
D

D
A
Z

C
2-hop neighbors1-hop neighborsoriginator

Fig. 12. HELLO message generated by Node C using the proposed
mechanism

A

B

C

E

D

F

Z

Fig. 13. Consideration on when Node C is a good node

since it is also possible that the contradiction that has been
found is due to mobility. For example, consider the case shown
in Fig. 13 where node C is a good node and is actually
the neighbor of D. In this case, Node C’s HELLO message
will look like the one shown in Fig. 12. However, during
the time Node B sends HELLO message the topology has
been changed to the one shown in Fig. 10 due to nodes’
mobility (e.g. Node C’s mobility). In this case, Node B’s
HELLO message will look like the one shown in Fig. 11. In
this situation, the same contradiction will be found as when
there is an attack. Therefore, further investigation is required
to distinguish between the case of the attack and the case of
topology changes.

VI. CONCLUSIONS

In this paper, we have presented a collusion attack in which
the first attacker creates fake link to make packets route to
itself while leting the second attacker to misuse the packet. The
simualtion result showed that the attack can have a devastating
impact on the OLSR MANET. After analyzed the attack, we
have presented a simple mechanism to detect the attack by
adding the address of 2-hop neighbors in HELLO message.

Our future work will be focused on implementing the
proposed mechanism and evaluating its effectiveness as well
as finding an efficient solution to avoid the attack.
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