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Abstract— In Mobile Ad hoc NETworks (MANETs), certifi-
cation systems play an important role in maintaining network
security because attackers can freely move and repeatedly launch
attacks against different nodes. By adopting certification systems,
it becomes possible to exclude identified attackers from the net-
work permanently by revoking the certifications of the attackers.
A simple way to identify attackers is to collect information on
attackers from nodes in the network. However, in this approach,
it is difficult to differentiate valid accusations made by legitimate
nodes from false accusations made by malicious nodes. In
addition, the amount of traffic in order to exchange information
on attackers and the necessary time to gather the information
increases as the network size becomes larger. In this paper, we
propose a certificate revocation scheme which can revoke the
certification of attackers in a short time with a small amount of
operating traffic. By clustering nodes and introducing multi-level
node reliability, the proposed scheme can mitigate the improper
certificate revocation due to false accusations by malicious users.

I. INTRODUCTION

Owing to the advances in wireless communications tech-
nologies, Mobile Ad hoc NETwork (MANET) has attracted
much attention. MANET is a highly flexible network where
nodes can freely move and join, with no fixed infrastructure,
and thus it is vulnerable to attacks by malicious users. There-
fore, ensuring network security is one of the most important
issues in MANET.

Although a large number of methods to detect various kinds
of attacks have been developed for MANETs, only detecting
and blocking attacks in each node is not enough to maintain
network security because attackers can freely move and re-
peatedly launch attacks against different nodes. To reduce the
damage from attacks, attackers must be immediately removed
from the network after detection of the first attack; this can
be achieved by using a certification system. In networks
employing a certification system, nodes cannot communicate
with each other without a valid certification. In other words,
any attacker cannot exist in the network once its malicious
behavior has been detected by others and its certification has
been revoked accordingly by the system.

The performance of a certification system largely depends
on its deployed certification revocation strategy. Accurate
revocation, quick revocation, and small network overhead
remain the challenging issues to be addressed in a certificate
system, particularly, to be applicable in MANET. In particular,
ensuring the accuracy of certificate revocation is a significant
challenge because malicious users may abuse the certification

system. For instance, in the system which identifies attackers
based on the information on the occurrence of attacks pro-
vided by nodes belonging to the network, the certificate of a
legitimate user might be revoked by the false accusation from
malicious nodes. Therefore, certificate revocation methods
must be able to distinguish false accusations from valid ones.
Also, malicious nodes must be immediately removed from
accessing the network with a small operating overhead.

In this paper, we propose a certificate revocation scheme
which takes into account of false accusations from malicious
users. The performance of the proposed scheme is evaluated
in terms of promptness of revocation, operating overhead, and
accuracy of revocation. The reminder of the paper is orga-
nized as follows. In Section II, existing certificate revocation
methods are reviewed, and their advantages and drawbacks are
briefly described. Section III presents the detailed mechanism
of our proposed revocation scheme. The performance of the
proposed scheme is evaluated and analyzed in Section IV, and
Section V concludes the paper.

II. RELATED WORKS

In this section, we briefly review several certificate revo-
cation methods. In URSA [1], two neighboring nodes receive
their certificates from each other and also exchange certificate
information about other nodes that they know. Nodes sharing
the same certificate information are regarded as belonging to
the same network. In these networks, the certificate of a sus-
pected node can be revoked when the number of accusations
against the node exceeds a certain threshold. While URSA
does not require any special equipment such as Certificate
Authorities (CA), the operational cost is still high.

In contrast to URSA, DICTATE [2] employs a number of
CAs to efficiently perform the publication and revocation of
certificates. CAs monitor node behavior in order to detect
attacks and share the certificate information with each other. If
a CA identifies a malicious node, the certificate of the node is
revoked by the CA and its information is shared among other
CAs, thus resulting in the complete exclusion of the node from
the network. However, the deployment of a sufficient number
of CAs is not an easy task in MANETs.

In [3], the certificate of a node which has been accused
by just one node will be revoked by every node. As a result,
this scheme exhibits good performance in terms of promptness
and low operating overhead. However, this scheme poses a
controversial point that an accuser will be removed from
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the network along with the accused node. This approach is
fundmentally flawed, and so this scheme cannot be commonly
used.

The method proposed in [4] introduces a time session to
refresh the certificate information of each node. The accusation
count is reset at the end of each session. Therefore, while
this scheme is able to mitigate the damage caused by false
accusations, the performance can be largely degraded by the
increase of malicious nodes.

In the voting based scheme [5], [6], if the number of nodes,
which have accused a particular node, exceeds the predefined
threshold, the accused node is removed from the network by
having its certificate revoked. This scheme takes into account
of the false accusations, i.e., each accusation has a different
weight according to the accuser’s reliability. However, this
scheme has two problems, a large amount of operational traffic
and a long revocation time, because the opinion of every node
in the network is needed for each node to decide whether to
revoke the certificate of the malicious node or not.

According to the above discussion, in this paper, we propose
a certificate revocation scheme which can achieve prompt
revocation, lower operational traffic, and mitigate damage from
false accusations.

III. THE ENVISIONED SCHEME

Before delving into details of our envisioned scheme, it is
worth noting a fundamental assumption. Nodes are assumed
to be able to detect an attacker within their transmission range,
e.g., in case of ad hoc flooding attacks [7], black hole attacks
[8], worm hole attacks [9], and so forth.

A. Node reliability

In the proposed scheme, nodes are differentiated according
to their reliability, i.e., normal nodes have a high reliability,
warned nodes are suspected as potential attackers, and attacker
nodes have been accused by a normal node. When nodes join
the network, they are assumed to be normal nodes. Warned
nodes and attacker nodes are listed in the Warning List (WL)
and Black List (BL), respectively. The certificates of the nodes
listed in BL are revoked whereby they are removed from the
network. While the nodes included in WL can communicate
with other nodes in the same way as normal nodes, there are a
few restrictions placed on their behavior, i.e., unable to become
a cluster head and not allowed to make any accusation as
described later in detail. WL and BL are maintained by a CA
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which broadcasts all certificate information including WL and
BL to the whole network upon the renewal of WL or BL.

B. Node clustering

By classifying nodes into clusters, the proposed scheme
allows each Cluster Head (CH) to detect false accusation by
a Cluster Member (CM) within the cluster. Node clustering
provides a means to mitigate false accusations. CHs always
moniters their CMs and watch for false accusations by means
of the algorithm which will be discussed in Section 3.C.2).
Fig. 1 shows an example of how clusters are constructed
in the proposed scheme. While each cluster consists of one
CH and CMs lying within the CH’s transmission range, some
nodes within the transmission area of the CH might not be the
member of the cluster and can be the CM of another cluster.
For example, in Fig. 1, node B does not belong to the cluster
headed by node A while it is located within the transmission
area of node A. Only normal nodes having high reliability
are allowed to become a CH. Nodes except CHs join the
two different clusters of which CHs exist in the transmission
range of them. By constructing such clusters, each CH can
be aware of false accusations against any CMs since each
CH knows which CM executes attacks or not, because all of
the attacks by a CM can be detected by any node, of course
including the CH, within the transmission range of the CM.
The reason why each node except CH belongs to two different
clusters is to decrease the risk of having no CH due to dynamic
node movement. To maintain clusters, CH and CMs frequently
confirm their existence by exchanging messages, i.e., the CH
periodically broadcasts CH Hello packets to the CMs within
its transmission range, and each CM replies to the CH with
the CM Hello packet.

Fig. 2 shows the node join algorithm which is carried out by
newly joining nodes that enter the network. A newly joining
node becomes CH at a constant rate. A node, which has
decided not to become a CH itself, will look for other CH
nodes in the area. If there are more than two CHs near the
node, it will attempt to join two of these clusters by randomly
selecting two of their CHs and sending each of them a CM
Hello packet. Otherwise, the joining node declares itself as a
CH and broadcasts CH Hello packets. When a CM leaves the
cluster, it needs to invoke a similar procedure to find out new
CHs. If the CM receives no CH Hello packet from its CH
for a certain period of time, the CM considers itself having



departed from the cluster, and tries to find and join a new
cluster. On the other hand, if the CH cannot receive any CM
Hello packets for a while, this implies that no CM is in the
cluster, it then inspects the number of neighboring CHs and
becomes the CM for those clusters if at least two CHs are
found. By implementing the above procedures, the proposed
scheme is able to maintain clusters regardless of the node
movements, thus enabling it to detect false accusations. Also,
since nodes in the WL cannot become CHs, in the case where
CMs lose their CH because the CH has been put into the WL,
they can find and join a new cluster by executing the necessary
procedures as described above.

C. Two kinds of accusations

In the proposed scheme, two different kinds of accusation
packets that induce update of the BL: attack detection packets
that are used to register attackers in the BL, and certificate
recovery packets that are used to eliminate legitimate nodes
from the BL. While any normal node is allowed to send out
attack detection packets upon detecting attackers around them,
only CHs have permission to send certificate recovery packets.
All nodes listed in BL or WL cannot accuse other nodes.

1) Attack detection packets: Upon detecting attacks, normal
nodes send out the attack detection packets to inform the
CA of the attacker. Attack detection accusation can be done
regardless of the clusters, i.e., any normal nodes detecting the
attacks can accuse attackers. Attack detection packet includes
not only the attacker’s node ID but also the accuser’s node
ID. In the CA, if the accused attacker is not included in the
BL, the attacker and the accuser are registered on the BL and
WL, respectively. The reason behind registering the accuser
in the WL is in the interest of conservation, to reduce the
number of false accusations by malicious nodes. Even if the
accuser is a malicious node, an additional false accusation can
be prevented by registering the accuser in the WL because
nodes listed in the WL are not allowed to make accusations.

Fig. 3(a) shows the case where nodes A and C are lying
in the transmission range of node B, and have detected an
attack by node B at the same time. As the attack detection
packet from node A arrives first at the CA, nodes B and A
are registered on the BL and WL, respectively. After updating
the lists, the CA broadcasts the certificate information packets
including the latest list information to the whole network.
Since each node revokes the certificates of all nodes included
in the BL according to the broadcasted information, node B
is completely removed from the network.

As described above, the attack detection packet allows nodes
in the network to report attackers to the CA; the CA can then
rapidly gather information about the attackers.

2) Certificate recovery packets: In the proposed scheme,
a legitimate node can be listed in the BL by a false attack
detection packet sent from a malicious node. To cope with this
issue, CHs are allowed to carry out the certificate recovery
to correct the errors in the BL. Since all CMs are within
the transmission range of their CH, the CH always detects
any attacks by the CMs belonging to the cluster. In other
words, if a CM is listed as an attacker in the BL without
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being detected by its CH, it implies that the CM was wrongly
accused by malicious nodes. Errors in the BL can only be
discovered by the CH. Therefore, CHs immediately carry out
the certificate recovery to recover the certificate of the victim
upon discovering the error in the BL.

The certificate recovery packet includes the node IDs of
the accuser and the exonerated victim. In the CA, if the
victim has not been deleted from the BL yet, the BL can
be appropriately corrected, both the victim and the accuser
registered in the WL. Since the corrected information of the
lists are broadcasted to all nodes in the network, the certificate
of the victim can be recovered.

Fig. 3(b) depicts the certificate recovery process in which
node A’s certificate has been revoked by the false attack
detection packet by node B. While node D, which is one
of the CHs of node A, receives the message from the CA
that node A has been listed in the BL as an attacker, node D
knows the information is inaccurate because node D has never
detected any attacks from node A. Therefore, node D sends
the accusation recovery packet to the CA in order to correct
the error in the BL. When the certificate recovery packet from
node D reaches the CA, the incorrect entry of node A in rather
than on the BL is deleted while nodes A and D are registered
in the WL. By broadcasting the updated lists, the certificate
of node A is recovered throughout the network.

As described above, the CA can grasp information about
false accustions by using certificate recovery packets to miti-
gate the damage caused by false accusations.

D. Control packets

In the proposed scheme, five kinds of control packets are
used, i.e., CH Hello packet, CM Hello packet, certificate in-
formation packet, and attack detection and certificate recovery
packets. Fig. 4 shows the structure of each control packet. The
size of CH Hello packet, CM Hello packet and both accusation
packets are fixed, in contrast to the certificate information
packet having 83 + 32(nBL + nWL) bits where nBL and
nWL represent the number of nodes listed in the BL and WL,
respectively. Although an increase in the number of malicious
nodes results in a slight increase in the amount of control
traffic, it is not significant in the proposed scheme because
most of the control traffic consists of CH Hello packets and
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CM Hello packets of which size and transmission frequency
are independent from the number of malicious nodes.

IV. PERFORMANCE EVALUATION

A. Simulation setup

To evaluate the performance of the proposed scheme, we
conducted simulations by using the network simulator, Qual-
Net 4.0 [10]. We assume that attacks can be detected by any
nodes within the transmission range of each attacker, and they
periodically launch attacks every five seconds. Table 1 shows
the set of simulation parameters. One CA is randomly located
in the field. In the proposed scheme, the transmission interval
of both CH Hello packets and CM Hello packets, and the
waiting time, x as shown in Fig. 2, are set to 20 seconds. The
probability that the newly joining node becomes a CH is equal
to 0.3. The voting based scheme is used for comparison. The
presented results show the averaged values over fifty trials if
not otherwise specified.

B. Simulation results

First of all, we evaluate the promptness of the certificate
revocation. Fig. 5 shows an instance of the time change in the
ratio of attackers removed from the network by successfully
revoking their certificates in the case that 10% of all 100 nodes
are attackers. In Fig. 5, the results of the first few seconds
before the attacks start are omitted. It can be seen that the
proposed scheme succeeds in immediately removing attackers
from the network as compared to the voting based scheme.
This is because the proposed scheme does not require a large
number of accusations from a lot of nodes in order to revoke
certificates as in the voting based scheme. While we cannot
present more results owing to the space limitation, similar

TABLE I

THE LIST OF SIMULATION PARAMETERS
Parameter Value

Field 1000m × 1000m
Node transmission range 250m

Number of nodes 50 − 100
Node placement Random
Mobility model Random-Waypoint

Node speed 1 m/s
Pause time 5 sec

Routing protocol AODV
Simulation time 500 sec

results as shown in Fig. 5 are obtained for different node
densities and different attacker ratios.

Fig. 6 shows the attack success count with different attacker
ratios when the number of nodes is 100. The attack success
count is defined as the number of successful attacks during
the entire simulation; we assume that attacks can succeed only
against the nodes which have never been attacked before by
the same attacker, and have not received any information on
the attacker. From Fig. 6, it can be confirmed that the proposed
scheme is able to reduce the damage from attacks by quickly
removing the attackers from the network.

To evaluate the operating overhead, we investigate the
amount of control traffic required by varying the node density.
All kinds of packets as shown in Fig. 4 are counted as control
traffic. The attacker to node ratio is set to 10%. Fig. 7 shows
that the proposed scheme uses a small amount of control traffic
in different node densities, and the difference between the
proposed scheme and the voting based scheme becomes large
as the node density increases. This is because most of the
operating traffic in the proposed scheme corresponds to the
amount of Hello packets which are not largely affected by
the number of nodes, while the amount of control messages
in the voting based scheme is significantly increased due to
a large number of nodes because each node broadcasts the
message to all the nodes in the network. It should be noted
that the proposed scheme is able to achieve quick revocation
of an attacker’s certificate, while maintaining a small operating
overhead, thus minimizing the damage from attacks.

C. Security analysis

In the proposed scheme, a CH can recover the certificate of a
victim whose certificate has been revoked by false accusations
by malicious nodes. In other words, if both CHs of the CM are
malicious nodes, the CM can be removed from the network
permanently because no CH carries out any certificate recovery
for the CM. In the remainder of this section, we analyze the
the probability of a node in selecting malicious nodes as its
CHs, thus resulting in the success of false accusation because
there are no CHs to carry out the certificate recovery. We
assume that all malicious nodes declare themselves as a CH
to be selected by the targets as the CH.

In each node, the number of nodes within its transmission
range except itself, A, can be calculated by using the node
density, n, and the transmission range, d, as follows:

A = nπd2 − 1 (1)
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The number of malicious nodes declaring themselves as CHs
is equal to Am where m is the ratio of malicious nodes to
the total population of nodes. On the other hand, the number
of valid CHs is equal to A(1 − m)p, where p indicates the
probability that a legitimate node becomes a CH. Accordingly,
the number of all CHs is equal to A(p+(1−p)m). Therefore,
the probability, P , that a normal node is removed from the
network because of selecting two malicious nodes as its CHs
can be represented as follows:

P = AmC2

A(p+(1−p)m)C2
(2)

P varies by changing the number of malicious nodes as
shown in Fig. 8. The solid line in Fig. 8 shows the analytical
results derived from Eq. (2) in which n and p are equal to
100 node/km2 and 0.3, respectively, while the dashed line
indicates the results obtained by simulations. The simulation
results conform closely to the analysis, i.e., the revocation ratio
increases as the number of malicious nodes increases. In the
proposed scheme, once nodes carry out the accusation, they
cannot make any accusations again because they have been
listed in the WL, thus effectively mitigating the damage caused
by false accusations.

V. CONCLUSION

In this paper, we have focused on the certificate revocation
methods used in the certification system for MANETs. To
cope with the wrong revocation of the certificate of legitimate
users caused by false accusations by malicious nodes, we
have proposed a certificate revocation scheme which takes into
account of the reliability of each node, and accordingly con-
structs clusters to detect false accusations. Through computer
simulations and analysis, it can be confirmed that the proposed
scheme is able to promptly remove attackers from the network
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with low operating traffic even in the existence of malicious
nodes carrying out false accusations.
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