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Abstract—With the development of wireless communication
technology, the utilization of the ambient information that the
network users observe has attracted much attention. In this
paper, we focus especially on the utilization of observed environ-
mental signals for authentication systems. Ambient information
taken as unique data at a particular time and place can be
utilized to construct stronger authentication systems. However,
since the environmental condition of the network is different for
each location, which has a huge effect on the observed ambient
information in the area, required data are also different for each
place. Thus, in this paper, we propose an efficient data collection
method which dynamically changes the way data is collected
according to the requirements and the network condition. More
specifically, our proposal aims to collect uniform amount of fresh
data from areas with varying population density. Additionally, an
algorithm to improve the efficiency of our proposal regarding the
accommodation of the environmental condition of the network is
introduced. Moreover, numerical results verify the effectiveness
of our proposal.

Index Terms—Data collection, Ambient information, and Car-
rier Sense Multiple Access/Collision Avoidance (CSMA/CA).

[. INTRODUCTION

Recently, wireless communication technologies have de-
veloped rapidly. In addition, the capability of the network
devices has enhanced and a lot of the devices, not only PCs
or smartphones, are now connected to the Internet [1]. In
particular, the number of the devices for data gathering which
are connected to a network wirelessly increases day by day [2],
[3]. On the other hand, data collection with the participation
of users has also attracted much attention. In this kind of data
collection, each user with a wireless communication device
collects required data from the environment and sends it to
the central server via the wireless network. Data related to the
users’ environment such as temperature, humidity, precipita-
tion, and communication signals, which are called “ambient
information”, are utilized in many network services. In this
paper, we focus particularly on the utilization of environmental
signals for security purpose.

Whether we are at home, at the office or at the station,
network connection is available because some access points
(APs) or base stations are deployed there. Also, some people
also utilize mobile APs (such as smartphone tethering), which

are not fixed on a single location. In this kind of situation,
a list of information regarding environmental signals such as
Service Set Identifier (SSID), and Radio Field Intensity (RFI),
can be observed. Since information received from one device
is different from what is received from other devices, these
data can be considered unique to each device. Thus, it can
be considered that it can help strengthening authentication
systems.

Nowadays, many authentication systems use cryptographic
algorithms. The algorithms can provide strong security but the
strength depends on the created key. The more complex the
key is, the more secure it becomes. Because the algorithm
cannot insure sufficient strength of the security if the key is
too simple, it requires strong key management mechanisms.
Thus, authentication using communication signals as ambient
information has attracted much attention as one of the novel
way for some services. In [4], Y. Zheng et al. proposed to use
the lists of communication signals to identify the geographical
position of an user. Additionally, with the increasing use
of various kinds of applications related to Social Network
Service, authentication systems guaranteeing the users’ correct
positions are expected to be necessary to network services in
the near future.

However, in order to develop authentication systems which
utilize the list of ambient information, a network architecture
capable of collecting the ambient information from many users
is needed. Additionally, since the communication signals vary
from time to time, data collection on a real-time basis is
required to construct the list of fresh ambient information.
Moreover, the changing speed of the communication signals
is affected by the movement of people carrying mobile APs.
For example, the changing speed is high in crowded places
such as stations and shopping streets, but, it is low in quieter
places. Thus, when collecting ambient information from users,
it is also significant to consider the environment conditions
such as whether the place is congested or quiet for efficient
data collection. Furthermore, amount of data to construct
the list is also an important aspect to consider in order to
provide the authentication systems as many people as possible
in a fair way. Thus, in this paper, we propose a method
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Fig. 1. An example

for collecting uniform amount of fresh data from areas with
varying population density.

The remainder of this paper is organized as follows. The
assumed network model is presented in Section II. An exper-
iment observing environmental signals, which is conducted in
real field, is introduced in Section III. Section IV provides
our proposed method for collecting uniform amount of fresh
data from areas with varying population density. Section V
shows the results of the numerical analysis. Finally, concluding
remarks are provided in Section VI.

II. ASSUMED NETWORK MODEL AND EXISTING DATA
COLLECTING METHODS

In this section, firstly, we present the assumed network
model. Secondly, existing access control schemes are intro-
duced as traditional data collection methods. Additionally,
some shortcomings of these existing schemes are denoted with
the introduction.

A. Assumed network model

As mentioned in Section I, in this paper, we focus on the
data collection of environmental signals as ambient informa-
tion of users to construct the list of the ambient information,
which is utilized for more secure authentication systems [5],
[6]. In [5], [6], as the ambient information, some elements such
as Service Set IDentifier (SSID), Received Signal Strength
(RSS), Sequence Numbers (SN) and Media Access Control
(MAC) addresses of the packets are introduced. As shown in
Fig. 1 each list of the ambient information in each area is
gathered in a central server. When users utilize the authen-
tication system, they access the server and check if the list
of ambient information that the user is observing matches the
list which was uploaded to the server by other users. Since
the ambient information of the users varies from time to time

Area 3
(congested place)

of a system model.

and place to place, it is unique data for that time and place.
On the other hand, the coverage of each area is defined by
the coverage of AP in each area. Each AP collects the list
of ambient information from the users in its coverage area.
Additionally, it is supposed that the density of users in each
area is different. Depending on this condition, the changing
speed of the observed list of the ambient information is subject
to change. For example, in a quiet place like residential area or
indoors cafe, the rate of fixed APs is high whereas the rate of
mobile APs is low. Thus, the changing speed of the ambient
information is low. On the other hand, in congested places
like shopping streets there are usually many mobile APs.
This causes the changing speed of the ambient information to
be higher. Hence, in quieter places, it is possible to collect
ambient information during a long timespan. On the other
hand, in more congested places, it is required to collect data
during a short period of time just in case the density of the
point of ambient information collection becomes low, in order
to keep the data in the central server fresh. Therefore, it is
required to collect the list of ambient information according to
the condition of each area to realize an efficient data collection.

B. Existing access control schemes of data collection methods

Access control schemes are categorized into two main types:
fixed assignment schemes and contention-based schemes. As
fixed assignment schemes, Time Division Multiple Access
(TDMA), Frequency Division Multiple Access (FDMA), and
many other schemes have been developed. In these fixed
assignment schemes, each user is assigned a certain amount
of data transmission resource such as time, frequency, and
so on. In such schemes, since everything is organized by a
centralized control of APs or base station for the network,
there are some advantages to collect data stably. However,
sometimes wasted network resources assignment happens in
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the case where the change of network conditions is intense.
For example, in the case where data from the users occur
randomly, the performances of the fixed assignment schemes
drastically decrease.

On the other hand, in the contention-based schemes, data
transmissions occur distributedly based on the users’ timings.
As a famous contention-base scheme, Carrier Sense Multiple
Access/Collision Avoidance (CSMA/CA) is often used in
wireless networks, which has mechanisms to avoid collision
of data sent by multiple users at the same time [7], [8]. In
the process of CSMA/CA, when there is data to be sent
at a user, the user checks the condition of the channel and
starts transmission of the data if the user does not sense
channel usage for a certain period of time. On the other
hand, if the user senses the channel is being used, it stops the
data transmission and waits for a random period time called
“ backoff time ” . After waiting for the backoff time, the user
starts retransmitting if the channel is free at that time. In the
case where the channel is still being used by another user, the
terminal selects a random backoff time again. At this time, the
range of the chosen backoff time is increased in the process of
CSMA/CA. By increasing the range in an exponential fashion
each time the user senses the channel is busy, it decreases the
probability that the data collision occurs again.

In the assumed network, it is considered that the number of
users inside an AP varies from time to time. Thus, we decide to
use a contention-based scheme in the assumed network in this
research. Especially, we focus on CSMA/CA to collect the list
of ambient information. To achieve efficient data collection,
we propose a novel data collection method which is based on
CSMA/CA in Section IV.

ITI. ACTUAL MEASUREMENT OF ENVIRONMENTAL
SIGNALS IN REAL FIELD

In this section, we introduce the experiment that we con-
ducted in real field to measure real environmental signals.
In this experiment, we measured the list of SSID which is
observed by a smartphone application as the unique ambient
information of the observing user. By executing the measure-
ment at three different places, we tried to confirm that the
observed list of signals is unique and investigate the character-
istic of the observed list in each place. At first, the experiment
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environment is introduced. Secondly, the experimental results
are shown with some discussion.

A. Experiment environment

The measurements are conducted at three different places.
First measurement was done in quiet place A (e.g. cafe along
the street with little pedestrian traffic). Second measurement
was conducted in crowded place B (e.g. the premises of a large
station). At last, we took the third measurement in the middle
congested place C. Here, the congestion means simply amount
of people, i.e. quiet means there are few people and crowded
means that there are a lot of people. In the measurement, a
Samsung Galaxy S III, in which Android OS is installed, was
utilized to observe the environmental signals. We measured
SSID as environmental signals every minute for 20 minutes at
each place.

B. Results of the experiment

In this experiment, we measured the list of SSIDs observed
in different places for 20 minutes. From the observed list, it is
understood that the SSID is classified into two types, which are
fixed APs and mobile APs, which includes that of smartphones
using tethering. To clearly classify the SSIDs into the two
groups, we need a definition for separation. In this analysis,
the APs’ SSIDs observed more than 80% of the measurement
period are defined as fixed APs. Since sometimes the signals
of fixed APs are not observed due to signal fluctuation, we do
not set the rate as 100%. All other APs are defined as mobile
APs.

The measurement results in the three places (a quiet place,
a congested place, and a middle ground between the both)
are shown in Fig. 2. The red line shows the number of
observed mobile APs’ SSIDs and the blue line denotes that
of fixed APs’ SSID. From these results, it is clearly shown
that the number of mobile APs’ SSID is very few in the
quiet place by contrast to the large amount in the congested
place. Thus, it is understood that the number of mobile APs
tends to increase with the number of the users in the place.
Additionally, changes to the number of mobile APs are also
growing in intensity proportionally to the number of the users.
On the other hand, the number of observed fixed APs’ SSID
stays pretty much the same in every place.
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From the results, we understood that the difference in
the density of users causes the difference of the number of
observed ambient information and its changing speed caused
by mobile APs. Thus, an efficient data collecting method
considering the condition of the coverage area is needed.

I'V. PROPOSED DATA COLLECTION METHOD

In this section, we propose a method for collecting uniform
amount of fresh data from areas with varying population
density. In this proposal, by considering the network condition
and the requirements from the system, we aim to collect same
amount of data from both areas where many users are and
fewer users are with keeping the highest throughput.

A. Algorithm of proposed data collection method

As mentioned above, the density of users is different
depending on the place. Additionally, the users inside the
coverage always change from time to time. Thus, we propose
a data collection method which dynamically adjusts to the net-
work and users’ conditions based on the CSMA/CA scheme.
In our proposal, each AP which collects the list of ambient
information decides the amount of users which will execute
the data transmission and the time period during which the
users are allowed to transmit according to the requirements
of the density of the collected ambient information. To decide
the number of users which will execute the data transmission
during the determined time period, we set the rate of the
number of users sending data in the group of all users inside
the coverage of the AP as «. Additionally, the time period
is denoted as 7. By controlling the values of « and T
dynamically, our proposal achieves to collect uniform amount
of data from areas with varying population density and high
throughput which results into a fresh ambient information
collection and also satisfies the requirements of the density
of the collected ambient information.

o and T' are calculated by the AP at the end of each time
period and broadcasted to the users. Each user receiving the
message including these parameters from the APs decides
whether or not they send the list of ambient information during
the time period randomly according to the value of a. Next,
the users which decide to send the data choose an amount of
time to wait before starting the data transmission randomly
between 0 and 7. By choosing the waiting time randomly,
wasteful data collision is avoided. The value of 7" is calculated
to optimize the expected throughput with the expected amount
of users transmitting data, which depends on the value of
«. However, since it is difficult for each AP to determine
how many users are inside its coverage, it is impossible to
determine the value of « adequately. Thus, in our proposal,
each AP sets the value of o according to Algorithm 1. In this
algorithm, the AP dynamically changes the value of « after
the end of each time period according to the throughput and
number of collisions occurred during that time period, n.. In
our consideration, APs can identify data collision by observing
changes to the signal level. So, when the throughput is lower
than the expected value, the AP estimates whether the value

Algorithm 1 Proposed data collection algorithm
1: AP broadcasts the set of o and 7" to all of users
2: Each user decides whether to send data or not randomly
according to «
3: AP receives data during 7" and counts the number of data
collisions
4: /* After the time period T" */
5: if ne > ¢ then
6: a=a—A
7
8
9

. else
D oa=a+A
: end if
10: Recalculate the optimal value of 7" according to the new
e

of a was set lower or higher than the optimal value through
the number of collisions. Since it can be calculated with the
behavior of data transmission in CSMA/CA and observation
of actual network, we skip the introduction of the number of
occurred data collisions when the throughput is maximized,
namely ¢, due to the limitation of space. In the case where
the value of o was set too low, there was some period during
which no data was received, which results in no data collision
and n. becoming lower than ¢. On the other hand, in the case
where a high value of « is set, data collision occurs many
times, which results in the lower throughput and n. becoming
higher than ¢. Therefore, each AP determines whether the
value of « should be changed to higher or lower than the value
which was used at the previous interval. Here, we define the
amount of increment / decrement as A. Actually, the value of
A has an effect on the capability of staying close to the optimal
value in the proposal, but, we use it as a constant value in this
paper. On the other hand, the value of 7' can be optimized
to maximize the throughput during the time period after the
value of « is fixed as expressed in the following subsection.
In this way, the proposed method controls the number of users
sending data during a interval and the length of the interval,
which causes efficient data collecting based on CSMA/CA.

B. Optimization of the value of T

In our proposal, CSMA/CA is supposed to be used as
the access control scheme. Additionally, each user chooses
a random amount of time to wait before starting the data
transmission during the time period of 7. Thus, the throughput
is calculated by the existing analysis of CSMA/CA. Therefore,
we use this analysis to optimize the value of 7" in this paper.
In this analysis, we assume that all of the data transmitted
from the users is that collects ambient information.

From the research in [9], the probability that data transmis-
sion succeeds in a network using CSMA/CA is expressed as
follows:

e—aG

Ps = G (1 + 20) + eaC”
where a denotes the ratio of propagation delay to packet
transmission time. Here, we suppose that each user sends a
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packet to AP when data occur at the user. Additionally, the
traffic occurring rate inside the coverage of the AP, G (pack-
ets/slot), is assumed to be in a Poisson process. Moreover, in
the assumed network that the proposed method is adopted, the
value of G is expressed as follows:

N -«a-t

G = T» (2)

where N and ¢ denote the total number of users in the coverage
of the AP and the length of a time-slot, respectively. At this
time, the throughput, S (packets/slot), is expressed as follows:

G - efaG
Tl 3)
G-(1+2a)+e
It is presented that there is a value of G which maximizes .S
in researches [7], [8]. Therefore, we define the optimal value of

T, Topt, as the value that achieves the maximum throughput.
The value of T, is expressed as follows:

S:G'ps:

4)

Topt = arg max S.
T

C. Analysis on the expected performance of the proposal

At last, we analyze that how much the requirement of data
collection density is satisfied with the proposed data collection
method. Here, we represent the value of ps in the case where
the proposed method is adopted in the assumed network as
pP™P_ Then, the probability that the data transmission from
the user which decides to execute the data sensing according
to the value of « succeeds with the proposal during the time
period, P, is expressed as follows:

P=1—(1-pbom)M, (5)

where M denotes the maximum number of attempted retrans-
missions during one time period. In the process of CSMA/CA,
contention window, CTW, is used to determine the backoff
time. A random number is chosen from the range between 0
and C'W, and the product between this random number and
the length of a time slot is set as the backoff time. Additionally,
the value for the contention window stops increasing when it
exceeds the value of CWy,... After that, the random value
is chosen from the range between 0 and C'W,,., repeatedly.
Moreover, the value of the contention window increases along
with the number of retransmissions according to the following
expression:

TABLE 1
PARAMETER SETTINGS

Radius of the coverage of AP 30m

Maximum value of contention window (CWax) 15
Minimum value of contention window (C'Wiyin) 1023
Length of a time-slot (¢) 20ps

Ratio of propagation delay to packet transmission time (a) 0.5

Then, M is expressed by Eq. 7. In Eq. 7, k is the maximum
value which satisfies the following expression:

k
£y {(CWin +1)-2" =1} < T,

m=0

®)

where CWoax, CWhinin, and w denote maximum and min-
imum value for the contention window and the number of
retransmissions when the value of contention window reaches
CWinax, respectively. Furthermore, by using Eq. 6, the value
of w can be calculated as follows:

<CWII13X + 1>
w=logy | =7 |-

CWIIliIl +1 (9)

V. PERFORMANCE EVALUATION

A. Parameter settings

Table 1 shows the parameter settings. In this performance
evaluation, the radius of the AP which collects the ambient
information from the users is set to 30m. Additionally, we
suppose that the users are deployed randomly in the coverage
of the AP and that CSMA/CA is used as the based access
control scheme. The maximum and minimum values for the
contention window are set to 15 and 1023, respectively, as
the settings used in the process of CSMA/CA. Moreover, a
time-slot length and the ratio of propagation delay to packet
transmission time are set to 20us and 0.5, respectively. To
make evaluations in different situations, the required density
(number of users per square meter) of ambient information,
D, is set to 0.004, 0.008, 0.011, respectively. To simplify the
analysis, it is supposed that the data collection in the proposal
is executed after the value of « is set to an adequate value.
It means that the data collection begins after the value of n,

CW = (CWiin +1) - 2™ — 1. (6) becomes ¢.
k
T— 3" {(CWiin +1) -2 —1} -t )
7= min * T . min 1)- 2m —1
{(CWiin + 1) - 281 — 1} ¢ +k (CW t<T <t mz::o{(cw +1) }>
M= -
T~ {(CWin +1) - 27 — 1} -t )
oWt Tw (t‘Z{(CWmin+1)-2m—l}§T>
m=0
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B. Numerical results

At first, we investigate the relationship between the through-
put and the length of the time period to confirm the existence
of an optimal value for the time period. Fig. 3 shows the
results of throughput with the change of the time period.
From these results, it can be seen that an optimal value of the
time period which maximizes the throughput exists for each
required density of ambient information. Thus, in our proposal,
by calculating the throughput with the required density, the
optimal value of 7" is set and broadcasted repeatedly.

Secondly, we evaluate the efficiency of the proposed method
by contrast with the case where a fixed value for the data
collecting time period is adopted. Fig. 4 shows the difference
between the rate of achieved and required density of ambient
information in each case where the required density is set to
0.004, 0.008, 0.011, respectively. For comparison, the time
period is set to 0.70, 1.05, and 1.40, respectively. The reason
why these values were picked up is that they are the same value
of the optimal value of 7" in each case where the required
density is set to 0.004, 0.008, 0.011, respectively. From the
results, it is shown that the proposed method achieved the
minimum value of the evaluation index. By comparing with
the case where a fixed value for the time period is adopted, it is
understood that the proposed method always uses the optimal
value of 7', even if the required density is different. Therefore,
it is confirmed that the proposal achieves an effective data
collection according to the requirement from the system.

VI. CONCLUSION

In this paper, we proposed a a method for collecting uniform
amount of fresh data from areas with varying population
density. Along with the increase in attention to utilizing
observed users’ ambient information for security purpose, a
data collection from many users in real-time basis is required.
To achieve an efficient collection of the ambient information
from the users, in our proposal, the difference of the network
condition between different places is considered. Additionally,
we propose an algorithm to accommodate the change of the
network condition dynamically. Numerical results represent
the effect on the data collection from the users on the proposed
method. From the results, we confirmed that the proposed
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method achieves an efficient data collection that satisfies the
required density of the ambient information collection.
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