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Abstract—The development of technologies for realizing “Inter-
net of Things” inspire many applications which utilize the things’
network. Additionally, the ambient information of the things
including various information collected via the network has
attracted much attention as useful data for novel applications. By
collecting the ambient information from things and constructing
databases of them, it is expected to make our lives smarter and
more convenient. On the other hand, to maximize the advantage
of such a database, it is important to keep the information in
the database as fresh as possible. However, in order to keep
the freshness of the database, periodically collecting data with
short interval is needed, which causes heavy traffic congestion
when we use the traditional access control schemes in the existing
communication network technologies. Thus, in this paper, we
propose a novel access control scheme to keep the freshness of
the database while avoiding traffic congestion. Additionally, an
optimization to improve the efficiency of our proposed method
is provided with mathematical expressions. Moreover, numerical
results verify the effectiveness of our proposal.

Index Terms—Ambient information, Internet of Things (IoT),
Access control scheme, and Carrier Sense Multiple Ac-
cess/Collision Avoidance (CSMA/CA).

[. INTRODUCTION

In recent years, the development of communication devices
and wireless network technologies accelerates the spread of
the concept of “Internet of Things (IoT)” [1]-[3]. Many
“things” will be connected to the network by using different
wireless communication technologies and many applications
using the information collected from the things’ network
will be available [4]-[8]. Especially, the ambient information,
which is collected from large quantity and variety of things,
has attracted much attention to be utilized for controlling the
numerous things in many applications. Among many different
approaches, user participatory sensing was considered as an
efficient way to collect the ambient information. As shown
in Fig. 1, by collecting the ambient information that each
user observed, it is possible to construct various databases,
which can be used in many applications. However, due to the
large number of the things, which increase drastically day by
day, it is unsatisfactory to collect the ambient information and
control the things by using existing communications schemes.
Although almost all traditional communications schemes have
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Fig. 1. An example of a system where each user sends the collected ambient
information to a server to construct a database.

aimed to increase the network performance such as high
throughput, low delay, and so forth, there are still some
limitations that make it difficult to satisfy all requirements of
IoT. Thus, it is needed to flexibly utilize network technologies
to satisfy different the requirements from different applications
in IoT. In this paper, we focus on technology utilizing ambient
information observed from surrounding network environment
as an example of the applications in IoT.

One of the technologies using the ambient information
and user participatory sensing is a novel security system,
which uses the ambient information observed from surrounded
network environment to realize security enhancement for mo-
bile users in wireless networks [9]-[11]. In this technology,
ambient radio signals are utilized to make a user’s fingerprint,
which certifies the location of the user. Nowadays, there
are many radio signals around us such as LTE, 3G, WiFi,
Bluetooth, and Zigbee signals, which are available to be
observed. Additionally, the aspects of the signals such as the
strength of signals are different from each user’s location.
Thus, they can be used as the certification of user’s fingerprint
at a certain place at a certain time. In this system, each
user sends the collected ambient information to a server to
construct a database for the security system. Moreover, the
database is updated in realtime by collecting the information
at regular interval to keep the database fresh. When some
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authentications of users’ location are required, the server runs
the ambient information from the users with the information
in the database. In this way, it is considered that novel
systems using ambient information and such a database will be
available with the spread of IoT technologies. In addition, in
such systems, it is understood that the freshness of the database
is very important.

However, as mentioned above, since the number of the
“things” (including users’ devices, from hereon, we call them
as terminals) increases day by day and the ambient environ-
ment is changing all the time, it is difficult to keep the database
fresh by using existing wireless communication technologies
due to the limitation of the network capacity. Therefore,
we propose a novel access control scheme to achieve fresh
database of ambient information from numerous terminals in
the wireless communication networks. In this proposal, the
timing of sending data by each terminal is controlled by
considering how fast the ambient environment at each terminal
changes. As a result, it achieves to avoid traffic congestion
while keeping the database fresh.

The remainder of this paper is organized as follows. The
assumed network model is presented in Section II. Addi-
tionally, an existing access control method, namely Carrier
Sense Multiple Access/Collision Avoidance (CSMA/CA), is
introduced in this section. Section III provides our proposed
scheme to collect data from numerous terminals in IoT. Sec-
tion IV introduces the results of numerical analysis. Finally,
concluding remarks are provided in Section V.

II. ASSUMED NETWORK MODEL AND ACCESS CONTROL
SCHEME

In this section, we show the network model assumed in
this paper. In the assumed network, as shown in Fig. 2,
each AP collects the ambient information from the terminals
covered by the AP and sends them to the server which
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constructs the database of the terminals’ ambient information.
Indeed, since the ambient environment of each terminal change
continuously, the freshness of the database constructed at the
server decreases momentarily. In order to keep the freshness,
the database is updated regularly by the uploaded ambient
information from the APs. Thus, each AP needs to periodically
collect the ambient information of the terminals with a certain
interval.

On the other hand, as the access control scheme used
between the APs and terminals in the assumed network,
CSMA/CA is supposed to be used. Additionally, it is assumed
that the terminals covered by the same AP are close enough
to each other to succeed the carrier sense. In the process of
CSMA/CA, each terminal checks the usage condition of the
channel and starts sending data if the terminal does not sense
the usage of the channel for a random period of time called
“backoff time”. On the other hand, if the terminal senses
the other terminal’s usage of the channel, it stops the data
sending process and wait until next interval. After waiting,
the terminal starts retransmitting if the channel is free at that
time. In the case where the data collision occurs by the data
sending from multiple terminals at the same time, the terminal
chooses the random backoff time again. At this time, the range
of the chosen backoff time is increased in the process of
CSMA/CA. By increasing the range in an exponential fashion
each time when the terminal, it decreases the probability that
the collision occurs again. In this process, the backoff time,
BT, is calculated as the following expression:

BT =r-t, (1)

where r and ¢ represent a random number and the length of a
time slot. Additionally, the value of r is chosen from the range
between 0 and CW, which is called contention window. The



value of CW is decided from the following expression.

CW = (CWein +1) - 2™ — 1, 2)

where CW,,;, and m shows the minimum value of the
contention window and the number of retransmissions. The
value of contention window increases along with the number
of retransmission as shown in Eq. 2, and stops when the value
exceeds the value of CWp,a, Which denotes the maximum
value of the contention window. After that, the random value,
r, is chosen from the range between 0 and C'W ., repeatedly.

III. PROPOSED ACCESS CONTROL SCHEME

In this section, at first, the summary of the proposed
scheme, where the timings of sending traffic from terminals
are optimized by considering the freshness of the database, is
represented. Secondly, the optimization problem described by
using mathematical expressions. Thirdly, the freshness of the
two databases constructed by using the proposed scheme and
existing scheme, respectively, is analyzed.

A. Summary of the proposed scheme

At first, we introduce the summary of the proposed access
control scheme. As mentioned in previous section, keeping
the freshness of the database is very important. However, in
order to keep the freshness, it is necessary to periodically
collect the ambient information from many terminals with
a short interval, which causes heavy traffic congestion in
the existing communication networks. Thus, in our proposal,
the timing of sending traffic is controlled by considering the
difference in the changing rapidity of each terminal’s ambient
information. For example, in the case of the security system
that we introduce in Section I, the changing rapidity of each
terminal’s ambient radio signals is considered to be totally
different from that the other terminals. The ambient radio
signals around the terminals in crowded places may change
continually. However, they usually do not change much in
areas with sparse population of users. Thus, in the case of
crowded places, the ambient information should be repeatedly
collected to keep the database fresh while it is not necessary
to collect the ambient information very often in uncrowded
places. Therefore, we set the data sending interval of each
terminal dynamically according to the rapidity of change of
the terminal’s ambient information.

To decide the data sending timing, each terminal regularly
checks the changed ratio between its current ambient informa-
tion and the information that the terminal sent to the server last
time. We define the status of the current terminal’s ambient
information as [; where 7 denotes the identification number of
each terminal. [; satisfies the following formulation:

0<l <L 3)

When the information is sent to the server, [; equals to
1. It decreases with the changing ratio of the terminal’s
ambient information, and becomes 0 when the current ambient
information becomes totally different from the information
that the terminal sent to the server. Additionally, we define

changing rapidity of the terminal’s ambient information as x;
per slot.

In our proposal, each terminal starts the data sending
process when [; falls below a predetermined threshold, denoted
by 6. The value of 6 is set for each AP according to the
condition of the area where the AP covers such as the
number of terminals and the changing rapidity of the ambient
information. Additionally, the value of 6 is broadcasted from
each AP to the terminals covered by the AP. Moreover, the
value of # needs the following condition:

0<6<1. @)

Thus, the interval from the previous data sending to the start

of the next data sending process, A;, is expressed as follows:

Aizl’e.

)
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If 0 is set to a high value, the terminals have to periodically
send its ambient information with a short interval, and thus
traffic congestion may occur. On the other hand, the freshness
of the database may decrease with the lower value of 6.
Therefore, it is required to optimize the value of 6 to keep
the database fresh while avoiding traffic congestion.

B. Optimizing the value of 0

We analyze the optimal value of @ to keep the database as
fresh as possible by using mathematical expressions. In this
analysis, nonpersistent CSMA [12] is assumed to be used in
the network. Additionally, the number of terminals in the area,
which is covered by an AP, is defined as /N. Then, we have
following expression.

1<i<N. ()

As noted previously, each terminal, 4, starts the data sending
process according to the interval A;. Thus, when the pro-
posed method is used, the rate of occurring traffic including
the retransmission data from the terminals in to an AP, G
(packets/slot), is expressed as follows:

N

When the proposed method is not used, the value of G may be
set by considering other network conditions such as throughput
and delay.

On the other hand, the probability that the data sending of
a terminal succeed, ps, is introduced in [13] as follows:

efaG

Ps = G 1+ 20) 1 e—aC”

where a denotes the ratio of propagation delay to packet
transmission time. Additionally, the traffic occurring rate G
is assumed to follow a Poisson distribution. Moreover, the
throughput, S (packets/slot), is expressed as follows:

G_e—aG
G- (1+2a)+e oG’

(7

@®)

S:G'ps: (9)



From the analysis on the throughput in previous re-
searches [14], [15], it is shown that the function of S is convex
upward with the value of GG. Thus, there is the value of G that
achieves the maximum value of the throughput. Therefore,
we define the optimal value of 6, 6, as the value that
achieves the maximum throughput. Hence, the value of 0
is expressed as follows:

(10)

Oopy = arg max.S.
0

C. The freshness of database

The guaranteed freshness of database in two cases where
the proposed method is used or not is analyzed by using
mathematical expressions. Here, we define the freshness of
the ambient information of i*" terminal in the database at the
server when the proposal is used or not as F"°P and FPxist,
respectively. In addition, these values are needed to satisfy the
following expression:

)

Since the database at the server is updated every time
when new ambient information is collected from terminals,
the freshness depends on the expectation value of the time
required to finish sending the data from the previous data
sending. Thus, when the proposed method is not used, the
expectation value of the required time, Feyist, 1S expressed as
follows:

0 S FFrop,FieXiSt S 1.

N + A, (12)
Grandom

where Grandom and A represent the rate of occurring traffic
where the proposed method is not used and the expectation
value of the required time when the data sending is missed
and the retransmission is carried out in several occasions. On
the other hand, Gi denotes the average required waiting
time from the previous data sending to start next data sending
process. Moreover, the value of A is expressed in Eq. 13 where
w denotes the number of retransmissions when the value of
contention window reaches C'W,,. Using Eq. 2, the value
of w can be calculated as follows:

1 . CWhax + 1
a log2 CWhin +1

Thus, the average freshness of database at the server when
the proposal is not used is expressed as follows:

Eexist =

(14)

Ffaxist 1_ Eeyist -
’ 2
1 N - €Z;
random

On the other hand, when the proposed method is used, each
terminal starts the data sending process when the status of

TABLE 1
PARAMETER SETTINGS

Number of terminals (V) 10, 30, 50
Maximum value of contention window (C'Wmax) 15
Minimum value of contention window (CWyyin) 1023
Length of a time-slot (¢) 20ps
Ratio of propagation delay to packet transmission time (a) 0.5

the terminal’s ambient information, [;, falls below the value
of Oope. Thus, the required time depends on the value of the
changing rapidity of the terminal’s ambient information, x;.
Therefore, the expectation value of the required time when
the proposed method is used, E"°P, is expressed as follows:

1-6

=—P 4 4 (16)
Z;

Hence, the freshness of the ambient information of each
user in the database, when the proposal is used, is expressed
as follows:

prop
Ei

Elprop
2
(1+90pt *A 1’2).

- X
prop 7
F}

(17)

From Egs. 15 and 17, it is understood that the freshness
of the database provided in the case where the existing access
control method is used depends on the data occurring rate from
the terminals. On the other hand, when the proposed method
is used, it is controlled by the value of 0, which is calculated
in the proposed method. Thus, it is clearly shown that we can
control the freshness of the database of ambient information
of terminals by adequately setting the value of the threshold
in our proposal.

1-—
1
2

IV. NUMERICAL ANALYSIS

In this section, we confirm the existence of the optimal value
of # by analyzing the relationship between the throughput and
the value of 6. The numerical calculation results are provided
to verify the analysis. Additionally, the effectiveness of the
proposed method is also shown in the analysis on the minimum
guaranteed freshness of the database of ambient information
and the standard deviation of the freshness.

A. Parameter settings

The parameter settings are summarized in Table 1. In this
numerical analysis, for the simplicity, it is supposed that an
AP collects the ambient information from the terminals in the
coverage of the AP to construct the database at the server.
The number of the terminals in the coverage of an AP is set
to 10, 30, and 50, respectively, to evaluate multiple situations
where the number of terminals are different. Additionally, the

w—1
A=Y "p.-(1 k2
k=0

CWmm :

CWmax

+Zp5 psl %

(13)



0.35 0.35

N=10 ——
03 03 N=30 e
N=50
025 ors
g =]
5 2 02
: E3
g o g o1s
E =
a E

0.1
0.05

0.1
0.05

0.35

0.3
0.25
02
0.15
R 0.1
i 0.05 |

Throughput

0
0 01 02 03 04 05 06 0.7 08 09 1
Value of

(a) x =0.01.
Fig. 3.

terminals are deployed randomly in the coverage of the AP.
The AP collects the ambient information from the terminals
by using CSMA/CA with or without the proposed method.
As the parameters used in the process of CSMA/CA, the
maximum and minimum values of the contention window
are set to 15 and 1023, respectively. Moreover, the length
of a time-slot and the ratio of propagation delay to packet
transmission time are set to 20us and 0.5, respectively. On
the other hand, three situations to reflect the difference in the
changing rapidity of ambient information are supposed in this
numerical analysis. In the three situations, the average value
of the changing rapidity of ambient information, x,ye, is set
to 0.01, 0.005, and 0.001, respectively. Additionally, in each
case, the changing rapidity of ambient information is randomly
chosen from the value at up to 5% above or below the average
value. Furthermore, we assumed that the retransmission from
the terminals can only occur maximum three times.

B. Existence of the optimal value of 0

At first, the existence of optimal value of § which maximizes
the freshness of the database of ambient information is proved.
Fig. 3 shows the change of throughput at the AP in the network
when the value of 6 is changed. Fig. 3a, 3b, and 3c show
the different cases where the changing rapidity of ambient
information is set to different values. Additionally, each figure
shows the case where the number of terminal is set to 10, 30,
and 50, respectively. From Fig. 3, it is clearly shown that there
is an optimal value of # which maximizes the throughput in
each case where the changing rapidity of ambient information
and the number of terminals are different. This is because the
set value of 6§ has an effect on the interval of data sending
in the network. If the value of 6 is set to a high value,
data from each terminal will occur often, which causes traffic
congestion at the AP. On the other hand, a low value of 0
avoids the traffic congestion but decreases the throughput.
Since the high throughput can help to update the database
of ambient information at each terminal with a short interval,
it can increase the freshness of the database. Moreover, it is
understood that the optimal value of 6 should be set to a high
value when the changing rapidity of ambient information is
low and the number of terminals in the network is few.

0
0 0.1 02 03 04 05 06 07 08 09 1
Value of 6

(b) x = 0.005.

0
0 01 02 03 04 05 06 07 08 09 1
Value of 6

(c) x = 0.001.

Value of 6 vs. throughput.

C. The minimum guaranteed freshness of ambient information

Fig. 4 shows the result of the minimum guaranteed freshness
of ambient information of each user in the database of the
server in the two cases where the proposed method is used
or not. Fig. 4a, 4b, and 4c show the different cases where
the value of the changing rapidity of ambient information is
set to different values. From Fig. 4, it is understood that the
proposed method achieves higher freshness of the database in
the server than when the proposal is not used. Additionally,
the proposed method provides a significant improvement when
the changing rapidity of ambient information and the number
of the terminals are high. In such situations, existing access
control scheme cannot avoid traffic congestion, which causes
lower freshness of the database.

D. Standard deviation of the freshness of database

Furthermore, we show the results of standard deviation of
the freshness of database in the two cases where the proposed
method is used or not. The standard deviation of the freshness
of database is expressed as follows:

N

L T2
N'Z(Fi_F)a

i=1

(18)

g =

where F denotes the average value of Fj.

From Fig. 5a and Fig. 5b, it is clearly shown that when
the proposed method is used, the standard deviation of the
freshness is significantly lower than when our proposal is
not used. This is because in the proposal, each terminal
sends its data while considering the freshness of the ambient
information of itself. A low standard deviation of the freshness
implies that the provided database of ambient information is
stable.

V. CONCLUSION

In this paper, we proposed a novel access control scheme to
construct fresh database of ambient information of terminals.
To keep the freshness of the database, it is needed to collect the
ambient information from many terminals adequately while
avoiding traffic congestion. Thus, in our proposal, the interval
for sending data by each terminal is controlled with the
changing rapidity of the ambient environment surrounding
the terminal. By considering the changing rapidity of the
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ambient environment, it is possible to keep the difference
between the realtime information and the information stored
in the database at the server as small as possible while
avoiding traffic congestion. Additionally, an optimization was
introduced to improve the efficiency of the proposed access
control scheme by setting a threshold to control the timing
of sending data. Mathematical analysis and numerical results
represented the existence of the optimal threshold and show the
effectiveness of the proposed method on keeping the freshness
of the database in the assumed network. Therefore, our pro-
posed method can be considered to achieve the efficient data
collecting for constructing the fresh database of the ambient
information of terminals while avoiding traffic congestion. As
the future works, we analyze the effect of the density of the
terminal under an AP on the data collecting. Additionally, the
difference of QoS requrirements and types of generated data
will be considered.
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