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Abstract—The Advanced Metering Infrastructure (AMI) of  to be private and secure since many of the autonomic furstion
Smart Grid (SG) presents the biggest growth potential in the that will run over it will be critical. SG will have numerous
Machine-to-Machine (M2M) market today. Spurred by advances - g|actrical appliances connected with one another in a cexnpl

in the M2M technologies in recent time, the SG smart meters that th t back | t h
are expected not to require human intervention in characterizing Manner so thatthey can report back on elements such as power

power requirements and energy distribution. However, there consumption and other monitoring signals. This promises
are many challenges in the design of the SG communications higher efficiency in the power distribution networks (i.e.,
network whereby the electrical appliances and smart meters greater availability of power to homes and factories at lowe
are able to exchange information pertaining to varying power ,qty  and will allow distributed power generation such as
requirements. Furthermore, different types of M2M gateways | I' | d wind ¢ It will hinto h ok
are required at different points (e.g., at home, in the building, ocg solar a_n v_vm genera ors_. wilf reach into ome_ S_
at the neighborhood, and so forth) of the SG communication deV|CeS, which is Why Scalablllty and fast communication is
network. This article surveys a number of existing communica- crucial for practical deployment of SG.

tion technologies that can be adopted for M2M communication in To facilitate effective SG communication, existing netkor
SG. Among those, the most reliable technology to facilitate M2M ing technologies must be taken into account to deal with the

communication in the SG home area network is pointed out and ltinl ; d it . ts of th dent
its shortcoming is also noted. Furthermore, a possible solution multple services and quality requirements or the resken

to deal with the shortcoming to improve the SG communications appliances. The need to differentiate high- and low-piyori
scalability is also presented. traffic will be just as important as to be able to dynamically

Index Terms—Smart Grid, Machine-to-Machine (M2M) com- adapt the network to varying capacity requirements in real
munication. time. Therefore, it is essential that we consider apprégria
technologies to implement the communication networks of SG
l. INTRODUGTION yvhich may allow thg flexiblt_a use of existing capacities witho

) ) ) ) impacting the service quality of the SG.

T HIS decade is widely predicted to see the rise Of toqay's network infrastructure, largely based on Syn-

Machine-to-Machine (M2M) communications over wiretthronous Optical Networking (SONET) and Synchronous Dig-
and wireless links. For instance, statistics suggest Rt, jio| Hierarchy (SDH) technologies, cannot physically opec
2014, there would' be 1.5 billion wirelessly connected devic nomically support the ever-changing demands caused by the
that are not mobile phones and do not require any humgfenyhelming increase in bandwidth, transport of IP traffic
intervention. This will lead to an unprecendented increiase 54 the need for more flexible connectivity, higher restien
the data traffic involving machines communicating with othey g nework automation. To address this concern and to remai
machines without human interaction. Various applicatiohs competitive, service providers have been investing hgavil
M2M have already. started to emerge in variou; sectors Sqﬁhbuilding next-generation networks. Indeed, it is impott
as healthcare, vehicular, smart home technologies, anah.so@ reyiew how existing communication technologies such as
The evolution of M2M has also begun in developing a smajitEE go2 11 (WiFi), IEEE 802.15.4 (ZigBee), Bluetooth, and
power grid framework, referred to as the Smart Grid (SGdy, on respond to the bandwidth and delay requirements of
An electric grid having smart capability allows the powef,e \om communication of SG. In this article, we provide a
providers, distributors, and consumers to maintain a regr I yotailed M2M communication model for SG and verify the ef-
time awareness of one anothers operating requirements 38eness of different adopted communication techriekag
capabilities. Through this awareness, SG is able to produ§is article describes the shortcomings of the conventiona
distribute, and consume power in the most efficient angh,orking technologies, which may be adopted for SG M2M
intelligent way. This type of communication takes placeyonlyommuynications. We also investigate on incorporating allev
amongst machines such as sensors, smart meters, and_%h%telligence in the smart meters so that we may be able
equipments. Indeed, the M2M communication in SG requirgs geal with such shortcomings and to improve the SG
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compares some existing communication technologies to fiadcount the impact of choosing these technologies in the
the most reliable one for the SG M2M communication. Ispecific case of SG M2M communications in the home area
Section V, we highlight the limitation of the conventionahetwork. We focus our article on investigating the appraigri
communication technique and provide directions towards iftM2M communication technology suited for the residential
plementing intelligent smart meters to deal with this peobl networks belonging to a typical SG.

Finally, Section VI concludes the article with some future

directions. IIl. CONSIDEREDARCHITECTURE FORSG

COMMUNICATIONS

Il. RELATED RESEARCHWORK . . o .
Fig. 1 shows our considered SG communication architec-

Three task forces have been created for IEEE P2030 $@e. In this considered architecture, the SG power trasismi
standards. These three task forces are dedicated toward s¢#on and distribution system is separated from the comnasnic
dardiztation of power engineering, information, and commtion system. For the sake of clarity, let us first briefly déser
nications technologies, respectively [1]. The policieisl laut the power Distribution Network (DN). Power is deliveredrfto
by the communication technology work group are broad the power plant to end-users through two components, namely
nature and should be considered as design directives floe Transmission Substation (TS) located near the powet pla
choosing suitable communication protocol in the SG M2Mnd a number of Distribution Substations (DSs). TS delivers
communications. power from the power plant over high voltage transmission

Recently, the Verizon Wireless and Qualcomm joint ventutaes (generally over 230 kilo volts) to DSs. DSs, on the pthe
has focused on smart services enabled by M2M capabilitibgnd, are placed in different regions and they are resplensib
This project envisions SG technology enabling utilities téor converting the electric power into medium voltage Isvel
wirelessly connect to their grid assets such as circuitkoreeDSs then distribute this medium-voltage level power to the
ers, transformers, and other substation equipments, iatlowbuilding-feeders. To make it usable by the consumers, the
them to develop more interactive utility networks. Anaystbuilding feeders have to convert the medium voltage lewtel in
predict that the M2M market will have more than 85 milliora. lower level.
connections globally by 2012 [2]. For communication, however, the above consideration may

The work in [3] explored M2M communication applicationsot be applicable since the communication links have difier
and scenarios, which are growing and leading the way to neaquirements than those of the power lines. The TS and
business cases. The work revealed the practical requitemeéhe Control Centers (CCs) of the DSs are connected with
and threats of M2M application scenarios and point out twane another in a meshed network, which can be built over
main aspects, namely the unpredictable connectivity to tbetical fiber technology. Next, the rest of the considered SG
core network and the demand for high configurability andommunication topology is divided into a number of networks
flexibility of M2M devices. While this work attempted tothat feature real-life set-ups of a city or a metropolitan
identify security threats against M2M communications, tharea. Broadly speaking, a city has many neighborhoods, each
exact technologies upon which M2M communications areighborhood has many buildings, and each building may have
based were not taken into account. a number of apartments. We derive our SG communication

Ullo et al. [4] analyzed the main performances of IEERrchitecture from this real-life planning of a metropaiitarea
802.15.4 based Wireless Sensor Networks (WSNSs) in ordes described next.
to evaluate their applicability in supporting the funcdities The communication architecture for the lower distribution
of SG. Their research showed that the WSN-based commumétwork (i.e., from CCs onward) is divided into a number of
cation services exhibit reliable network services and may hierarchical networks, namely Neighborhood Area Network
of particular use in several SG applications. However, théilAN), Building Area Network (BAN), and Home Area Net-
did not investigate the exact SG applications that may berk (HAN). For simplicity, each DS is considered to cover
benefited from the deployment of such WSNs in the SG horoely one neighborhood zone. Each NAN can be considered
area/automation networks. On the other hand, various ch@-be composed of a number of BANs. On the other hand,
lenges in the design of the home M2M network are presentedery BAN contains a number of apartments. In Fig. 1,
in [5]. This work shows that the home networks are expectélde apartments are shown to have their respective local area
to require effective M2M gateways to facilitate communicat networks, each of which is referred to as a HAN. In addition,
among the various M2M devices and to provide a connectitimere are advanced meters called smart meters deployed in th
to a backhaul (e.g., with the core communication netwoi®G architecture that represent AMI for enabling an autothate
of SG). While the backhaul connection may be fiber, cableyo-way communication between the utility meter and the
DSL, ethernet, or even cellular, the authors suggest thatutility provider. The smart meters are equipped with two
is also important to choose appropriate network protoawls interfaces: {) power reading interface anéY communication
enable M2M devices to communicate inside a home engateway interface. The smart meters used in NAN, BAN,
ronment. Among the available technologies to serve as taed HAN are referred to as NAN GW (GateWay), BAN
embodiment of the home area network, this work investigatédV, and HAN GW, respectively. In addition, it is also worth
IEEE 802.15.4 (ZigBee/6LOWPAN), IEEE 802.11 (WiFi), andnentioning that based upon the existing standards of SG, IP-
Bluetooth protocols. However, that work did not take intbased communications networking is preferred which permit
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Fig. 1. Considered SG communications architecture.

virtually effortless inter-connections with HANs, BANs @&n (e.g., television, washing machine, oven, and so forthha t
NANSs. Below, we describe the SG communication networkend-user’s apartment to a HAN GW, which, in turn, commu-
nicates withBAN1. Indeed, the HAN GWs are the ones that
A. Neighborhood Area Network — NAN facilitate M2M communications in the SG framework. In other
A NAN is a localized or regional network of the considereavords, the HAN GW of a residence communicates with the
SG communication topology. A NAN comprises one or morelectrical applicances of that residence that features 281 M
3G base stations and a number of BANSs. It is worth notingpmmunication. In the next section, we investigate thetiexgs
that the 3G framework used for SG communications shou&c M2M network protocols and compare their performances.
be separated from the existing ones used for providing other
services, e.g., Internet. This should be done in order teepite IV. TOWARDS EFFECTIVE SG COMMUNICATION
netwqu congestpn: Also, by this way, it Is possible to .dv0| In the beginning of this section, we investigate the commu-
security threats arising from the Intgrngt that may haveaishp nication requirements for SG. Then, we survey a number of
on the delay-sensitive SG communications. It should bedhot vailable network technologies that can facilitate M2M eom

also that other modes of communications apart from 3 unication by fulfilling these requirements. We then présen

may also be alternative solutions for this purpose. The N best ible technol to be adopted for SG M2M
GW can monitor how much power is being distributed to %e est _possible technology to be adoptec Tor

. . ) ommunication, and also propose a simple enhancement to
particular neighborhood by the corresponding CC at the D e existing technology to increase the effectiveness ef th

B. Building Area Network — BAN communication system.

Every building connected to the smart power grid maintains o ]
its own BAN. A BAN consists of a number of apartmentd- SG communication requirements
having HANs. The BAN smart meter/GW is typically set up SG communication depends on two important require-
at the building’s power feeder. The BAN GW can be usedhents [6], namely i) communication latency and:j large
to monitor the power need and usage of the residents vaflume of messages. If the CC misses any input from a
the corresponding building. In order to facilitate BAN-H&N HAN GW, this may affect the decision taken by the CC that
communication, 3G may be used to cover more areas. may be important. If congestion occurs at the BAN GW, the
packet may be delayed to be sent to the NAN GW and CC.
C. Home Area Network — HAN Furthermore, it may also be dropped if the memory of the
A HAN is a subsystem within the SG dedicated to effeddAN GW becomes full due toi] multiple messages arriving
tively manage the on-demand power requirements of the erficbm different M2M devices at the same time arid) (imited
users. For exampld/ AN1 in Fig. 1 connects the equipmentsprocessing capability of the HAN GWs. If this is the case,



the HAN GW may request the M2M device to retransmit thetack supports IP addressing and therefore, can be adapted i
required packets. This also contributes to increased carimuSG HAN communication. The Bluetooth protocol suits well
cation latency. While the overall SG communication latendpr low power/low data rate applications. However, Bludtoo

in the order of a few miliseconds as depicted in the work works well in peer-to-peer communications over a short dis-
[6], [7] may not be practically achievable in large scale SGtance. Furthermore, Bluetooth networks or “piconets” supp
focus should be given towards reducing the communicatiomp to only 8 devices communicating simultaneously. To pro-
latency as much as possible starting from the HAN level. vide scalability amongst the M2M devices using Bluetooth,

Hauseret al. [6] also suggests that the SG communicatioa HAN, therefore, will require to have a number of piconets
network should be able to accommodate more messageach consisting of 8 M2M devices). Each piconet has a master
simultaneously without any major impact on communicatiomM2M device and the piconets are able to communicate with
latency. The large volume of messages in SG communicatione another via their master devices. This, however, leads
will affect the bandwidth required. Therefore, it is imgort to increased communication latency. Another shortcomiihg o
to take into account if it is possible to reduce the number tiie Bluetooth technology consists in its periodical wake up
messages received from many M2M devices at each HAN Gavid synchronization with the master device of the piconet. A
so that the total number of messages generated in the whBleetooth device may consume approximately 3 seconds to
building does not overwhelm the BAN GW. wake up prior to synchronization.

4) IEEE 802.15.4 — ZigBeelEEE 802.15.4 ZigBee is
. a protocol, which is employed in many home networking
B. M2M Network Technologies for HAN solutions including HANs. ZigBee was developed partidylar

To meet the above requirements of SG communicatiofgr wireless devices ensuring low power and long life time.
several short and medium range wireless technologies e@therghe zigBee network layer allows for a cluster tree, selflinga
in the recent past. The electric appliances found in a HAMesh network, or star topologies, whereby the HAN GW and
represent the M2M devices. In order to choose an appropfie M2M devices can be flexibly configured. Furthermore,
ate M2M network protocol in SG HAN, we need to takeigBee devices may take only milliseconds to exit their glee
into account the features of M2M devices in terms of lowtates compared to bluetooth or WiFi devices. In addition, a
power consumption. A number of low power and low costigBee device using the Carrier Sense Multiple Access With
technologies have evolved to present themselves as esabtgillision Avoidance (CSMA/CA) protocol does not require
of SG M2M communications. Among these, the prominemb schedule special wake up events in order to communicate
technologies include Bluetooth, IEEE 802.11 (WiFi), Ultraand maintain synchronization with the HAN GW. Thus, the
Wide Band (UWB), IEEE 802.15.4 ZigBee, 6LoOWPAN, andigBee technology presents itself as a much better caralidat
so on. The major network technologies which can be adoptggr SG M2M communication in the home area network) than
for HAN communications are presented below. the UWB, WiFi, and Bluetooth technologies.

1) IEEE 802.15.3a — Ultra-Wide Band (UWBYWB com-  |n Fig. 2 [8], the power consumption for each of the afore-
munications evolved for a number of applications that bglormnentioned protocols to be adopted for communication in SG
to two major types. The first type of application is for higlhome area network is shown. As it is evident from this graph,
data rate communications (typically over 1 Mbit/s) such age Bluetooth and ZigBee protocols consume less power (both
high definition television transmission. The other type pf a for transmission and reception) as compared with WiFi and
plications with data rate below 1 Mbit/s (e.g., sensor nek&p UWB technologies. Furthermore, from our earlier explamatio
can also employ UWB technology for communications. ThgigBee is a superior technology for HAN communication
M2M devices in a HAN that can be considered as sensaqfémparing with Bluetooth. Therefore, we adopt Smart Energy
may use UWB technology. However, the shortcoming of thisrofile (SEP) Version 1.5 as the communication protocol in
technology comprises in its high power requirements. AlsgiANs that employ ZigBee radio communications. We choose
after several years of deadlock, the IEEE 802.15.3a taskpgrqEEE 802.15.4 ZigBee instead of other wireless solutiorns du
was dissolved in 2006. Therefore, further support for UWE its low power requirements, and simple network config-
may not be possible in future if UWB is selected as thgration and management. Indeed, ZigBee provides a decent
communication technology in the SG HAN. communication range of 10 to 100 meters while maintaining

2) IEEE 802.11 — WiFi:The IEEE 802.11 protocol, com- significantly low power requirement (1 to 100 mW) and
monly referred to as WiFi, is suited for higher data rate aghereby, lower cost.
plications over larger areas. WiFi is, by far, the most ateap
protocol for wireless in-home communications. WiFi enjoys
an enormous infrastructure for residences and have support
for IPv6 addressing. The main shortcoming of this technplog
is similar to that of UWB, i.e., the high power requirement of As the HAN technology matures, the HAN GW should be
the devices using WiFi. As a consequence, WiFi is consideradle to intelligently manage the power concerns of the entir
not to be practical for the SG M2M communications. home network. In a conventional HAN, if the M2M devices al-

3) IEEE 802.15.1 — BluetoothThe Bluetooth protocol has ways attempt to send their periodic messages to the HAN GW,
become popular for wireless connections for voice, datd, athe HAN GW is expected to receive a relatively high number
audio applications over short range. The Bluetooth prdtocof messages. Given the limited processing capability and lo

V. ENVISIONED IMPROVEMENT TOHAN
COMMUNICATIONS BASED ONZIGBEE
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Each M2M device is assumed to send periodic messages
following a Poisson distribution. The message transmissio
rate and the packet size are set to 10 packets/second and
90 bytes, respectively. As shown in Fig. 3, by varying the
£ Reception Power number of active appliances at the residence from 10 to 100,
the proposed intelligent approach achieves much bettéepac
delivery ratio even with the increase in the number of device
inside the HAN. On the other hand, the packet delivery ratio
in the conventional approach decreases quickly as monesacti
devices are included in the system. For instance, when all

UWB WiFi  Bluetooth ZigBee the 100 M2M devices are active, the packet delivery ratio
Considered Technologies for SG HAN Communications for the intelligent system is 88% while in the conventional
one, its value is approximately 55%. Fig. 3 indicates that
the incorporation of intelligence using the proposed tégpn

improves the performance of the ZigBee-based communitatio
Fig. 2. Comparison of power consumption in case of differersteg in the SG HAN

communication technologies adopted in SG home area network.
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VI. CONCLUSION

i . . While we expect the smart power grids to continue to
memory of the HAN GW, it is better if the M2M OIeV'Cesevolve in the next decade, it is necessary to consider the

are _designed o transmit the_ir power requirements i_n a MQIst robust and reliable technology to facilitate M2M com-
efficient manner. Towards this end, we propose a simple yrﬁ[mication in the home area networks. In this article, we

effective solution. Let us assume that an M2M device, dehot ighlighted the infrastructure of a smart grid and desctibe

bewivtr?n(;?r';s Iitr?t pr?lwler reqtjcligﬁmtentthmess:\?eriit% |t|sWH e major technologies available today for enabling thersma
every € interval according to the conventional \ aygrid home area communication. We emphasized on choosing
Now, let us assume that the power requirement&/premain

) e . ZigBee protocol for the enabler of M2M communication in
the same i, andd, ;. In this situation, we propose that;, 9 P

does not require to transmit its power requirement messmgeSg]art grid environments as it performs far better than other
L ) communication technologies such as UWB, WiFi, and Blue-
the HAN GW atd; ;. In other words,M; remains in a silent g

mode unless its power requirement changes. Meanwhile ':\%gth. It should be emphasized, however, that the described
the HAN GW is not receiving any periodic request fra, M communication in the smart grid takes place within the

o . ) o ; considered home area network, and that the communications
gwt'zézs:]gs\zstgngzlIynlzr.]lger:'tmr%a\év'tgnryr\:h'?ht:]hee :ﬁ‘m between the other entities (i.e., between home and building
GW wil L(jexpectlthe san|1e p:ower require;énﬂ;dm Upon area networks, and between building and neighborhood area

L ) . ) networks) are for data forwarding only. In other words, M2M
expiration of the timefT;, the HAN GW will send a beacon ) gony

to M; to be notified about its power requirements. Indeed cecF)mmunication is not occurring in the later entities in the
¢ ) ) : ' "presented SG model. In addition, we presented a technique
expect that all the M2M devices in a HAN are not to chan P q

. . ) improve the performance of the conventional ZigBee-thase
Fhe|r power reqt_nrements frequently and_/or apruptly. Thys M2M communications in SG by incorporating intelligence in
incorporating this type of granular level intelligence abthe

status of the M2M devices, the HAN GW is not overwhelmegﬂIe smart meter and the M2M devices of the HAN. In future,

much by the incoming requests from many M2M devices at

the same time.
100

Here, we illustrate how our envisioned approach improve N
the performance of the ZigBee protocol dedicated for SG HAI I R —Conventional System
through a simple scenario. In this scenario, a ZigBee ndtwol 1
is considered for the sake of comparison between our approa
using silent mode and the conventional approach. We cansic
100 electrical appliances in a residence that are connegtkd
a smart meter acting as the HAN GW over ZigBee technolog
The packet delivery ratio in the HAN GW is considered as
performance metric. We consider the simulation envirortmet
described in [9] whereby the link Bit Error Rate (BER) is
varied from 1075 to 10~° and the statistical Packet Error
Rate (PER) is assumed to be 0.2%. Each M2M device ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
considered to have a transmission range of 9 meters. T 100200 %0 4R otbevices maran 0 0 10
ZigBee operates in the 2.4 GHz ISM band at a rate of 25u
Kbps. We also consider that the devices have the same powgra. Comparison of packet delivery ratio for the convemtioand the
requirements during an average time period of one secofekroved (i.e., intelligent) systems based on ZigBee.

Packet Delivery Ratio (%)




the issue of the coexistence of different M2M communicatioBpace Communications Technical Community (TC), and the
technologies may require adequate attention.

secretary for the IEEE Ad Hoc & Sensor Networks TC.
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